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B #: 14165-20 

Date: October 21, 2020 

To: All Clients 

Category: Clearance and Settlement 

From: Product Management 

Attention: Managing Director, Operations Manager, Cashier, Network Engineer 

Subject: Participant Browser Service/Settlement Web Certificate Warning Screen 

As mentioned in Important Notice B#14084-20, The Depository Trust and Clearing Corporation 
(DTCC) announced the retirement of HTTP (port 80) access to the Participant Browser Service 
(PBS) and the Settlement Web (SW) user interfaces on Saturday, October 17, 2020.  Since 
this change, some clients have had an issue where they receive a warning screen1 when they 
try to access either user interface over HTTPS (port 443). Users can simply click through the 
error message by clicking “Continue to this website” or “Go on to the webpage”.  

Clients who want to systemically bypass the warning screens can have their IT/Networking 
teams create an “A Record” in their Domain Name Service (DNS) that matches the certificate 
common name below: 

o Production: pbs.dtcc.net 
o PSE: pbsu.dtcc.net   

This will allow the user’s browser to believe that it is connecting a matching domain to the URL 
entered in the browser’s URL field, and take them directly to the login screen.   

Additionally, clients who connect via DTCC’s SMART Network can work directly with the SCCP 
team (email below) to connect to DTCC’s DNS. 

Questions about this notice should be directed to the SCCP Connectivity team at 
sccp@dtcc.com or the Client Contact Center at (888)382-2721, options 1, 1.   

 

 

 
1 Screenshots of some examples of these warning screens can be found in the Appendix. 
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Appendix 

Examples of warning screens:

 


