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GSD DVP RTTM WEB FRONT END

Fixed Income RAC User GuIDE-V 3.0
Clearing Corporation 1. INTRODUCTION
1. INTRODUCTION

Each firm must delegate at least one Remote Access Coordinator to provide initial access and
privileges for all employees who will use the GSD RTTM Web Front End (WFE) application.

This document should be reviewed by the Remote Access Coordinator (RAC). It explains, in detail,
the User Security function in the GSD DVP RTTM WEFE, including how to:

e Adda New User

e Reseta Password

e Inquire or Update an existing user

e Delete a User, and

e Change a Password

&~ The information contained in this guide is confidential, and should not be disclosed to

non-GSD DVP RTTM WFE Security personnel.

If you require further information or assistance, please contact the DTCC Relationship Services
Group at (888) 382-2721, option 5.

1.1. Navigational Tips

Keep the following tips in mind when entering data online:

e To move to the next field as you enter information, press TAB. You can also use your mouse to
move the cursor to the next field.

e To select consecutive items in a list, press and hold SHIFT while clicking the first and last items
that you want to select. Next, click Add or Remove.

e To select non-consecutive items in a list, press and hold CTRL and select the desired items.
Next, click Add or Remove.
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2. THE SITE ADMINISTRATION FUNCTION

Access to the GSD DVP RTTM WFE application is controlled via the Site Administration function.
Since this function provides access to your firm’s accounts, only the designated RAC has authority
to use the function.

To access the User Security function:
Go to the Home page of the GSD DVP RTTM WFE application.
Click the Site Administration menu bar item.

Click User Security (Figure 1). This invokes a submenu containing the following menu option:

e User Security — Change Password (See Section 5)

Click Manage Users Access (Figure 2). This invokes a submenu containing the following menu
options:
e Add User (see Section 3) and User Inquiry / Delete (see Section 4). You will also be able to
Reset a Password and Update a User from this menu.

About Logoff M

)
ite Administration
Home X
1 Manage Users Access 3

CURRENT DAY PREVIOUS DAY HISTORY

TOTALS BUY /SELL REPO/REVR

[2] Trade Date:

Figure 1: Accessing the User Management function (partial view of the Home page)
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Welcome to User Administration Web

User Management:

Figure 2: User Management menu page
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ADD NEW USER
Click Site Administration on the Home page’s menu bar
Click Manage User Access.

Click Add User.
The Add New User page appears (Figure 3 and Figure).

& Mandatory fields are indicated with a red colored asterisk (). These fields must be populated.

The instructions and the corresponding figures for this page are divided into two procedures.

e 3A describes entering user information and account information (see page 5).

e 3B describes selecting product access and user group assignment (see pages 6-10).
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3A. How to Enter User Information and Account Information

For steps 5 and 0, please refer to Figure 3 (below). This image displays the top portion of the
Add New User page.

About Logoff

Trsde anagement [ ReportConter | Businens Adinistrotion st Adminitrotion ey ]

Home P

4

User Information /_5

First Name Email Address

Last Name User ID

Account Information j

Password Account Start Date o9/z24/2010 #
Confirm Password Account Expiration Date 09/24/2030 #*

Force Password Expiration User Type

Figure 3: Top portion of the Add New User page

Enter the user information.
e First Name: Type the full first name of the user.
e Last Name: Type the full last name of the user.

e Email Address: Type the dedicated e-mail address assigned to the user. This field is limited
to 32 characters.

e User ID: The User ID defaults automatically to the entry made in the Email Address field.

Enter the account information.

e Password: Type the initial password, if desired.
If you leave this field blank, the system will automatically create and assign the initial
password when you click Submit in Step 0. The user will be prompted to change this
password upon initial login.

¥~ Ppasswords are case-sensitive and must be 8-16 alphanumeric characters in length.
For additional requirements, please refer to Section 5.1.

e Confirm Password: Retype the password if you are creating it now. Otherwise, leave this
field blank.

e Account Start Date: This is the effective date upon which the user can access the GSD
DVP RTTM WFE application. Type the start date in “mm/dd/yyyy” format.
The system automatically defaults to the current date. You can enter a future date if desired.

e Account Expiration Date: This is the date upon which access will be denied to the user.
Type the expiration date in “mm/dd/yyyy” format.
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The expiration date automatically defaults to 20 years from the start date. For security
control purposes, please enter a closer expiration date.

3B. How to Select Product Access and User Group Assignment

For step 7, please refer to Figure (below). This image displays the lower portion of the Add
New User page. In this scenario, we will assign GSD DVP access only.

Note that the Product Access section displays only those FICC products within the RTTM
WEFE to which you are entitled to assign access. This feature allows you to manage access for
multiple FICC products from any RTTM WFE application.

Clearing Bank

Clearing Bank -

Product Access

,7
Mortgage-Backed Securities * MES Participant Admin _
General Collateral Finance * GCF Participant Admin _

User Group Assignment

Available User Groups Assigned User Groups

Inguiry
gsd_var_parallel
mbsd_var_parallel Use the Reset button to
nypc_parallel_report_center

wie_all_products_msg_monitoring_grp remove all unsaved
vie_all_users_entry_grp changes and return your

wie_ciso_report_grp . -
page to its original state.

Figure 4: Lower portion of the Add New User page
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Assign product access in the Government Securities DVP Application (DVP).
a. Click the drop-down arrow in the Product Selection box.

b. Click Yes. Your list of available GOV user classes appears in the box (Figure 5).

Product Access

Available GOV User Classes Assigned GOV User Classes

@ 9501

[l
Mortgage-Backed Securities * MBS Participant Admin _
General Collateral Finance # GCF Participant Admin _

User Group Assignment #7

Available User Groups 8 Assigned User Groups

wfa_gov_mbs_clearingfund_approve_grp wie_all_users_esntry_grp
wife_gov_mbs_clearingfund_grp wife_gov_dealer_dvp_update_grp
wife_gov_mbs_risk_grp wife_gov_dealer_dvp_view _grp
wife_gov_ofac_grp wife_gov_user_sntry_grp
wfe_gov_operations_grp
wfe_hpprobe_grp
wie_internal_rac_viewonly

Figure 5: Lower portion of the Add New User page with GOV User Class selection active

¥~ For all FICC products (CMU, GSD, DVP, GCF, and MBS), the available or assigned user
classes are displayed when Yes is selected (see section labeled “7¢” in Figure 4). If No is
selected, the user classes are not displayed.

c. Forinstructions on assigning access to GCF, Mortgage-Backed Securities (MBS), NYPC, and/or
Corporates, Municipals, and UITs (CMU), please refer to the appropriate Remote Access
Coordinator User Guide. These versions can be found online
http://www.dtcc.com/products/fi/index.php

d. Click the appropriate user class.

& Only the GSD user classes that are assigned to your firm are displayed on this page.

To Assign Access to a User Class To Remove Access from a User Class:

e Select the desired user class(es) fromthe | e Select the desired user class(es) from the
Available GOV User Classes panel on Assighed GOV User Classes panel on
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the left. the right.

e Click Add. This moves the selected user e Click Remove. This moves the selected
class(es) to the panel on the right, labeled user class(es) to the panel on the left,
Assigned GOV User Classes. labeled Available GOV User Classes.

e Seclect User Group (Privileges) Assignment.

To Assign Access to a User Group To Remove Access from a User Group

e Follow the guidelines described in Table 1, “Guidelines | e Select the desired user groups
for Assigning User Groups.” from the Assigned User Groups

e Select the desired user group(s) from the Available panel on the right.

User Groups panel on the left. e Click Remove. This moves the
selected user groups to the
Available User Groups panel on
the left.

e Click Add. This places the selected user group(s) in
the Assigned User Groups panel on the right.

& Only the GSD DVP user groups that are assigned to your firm are displayed on this page.

Table 1: Guidelines for Assigning User Groups

All users must belong to the user groups in rows (a) and (b) of the following table. These user
groups govern login and overall access to the GSD DVP RTTM WFE application (for instructions,
see Figure 5 and step 8).

Specify the group assignments for the following account types:

o Dealer accounts: Assign the group in rows (c) and/or (d) for DVP accounts.

e Broker accounts: Assign the group in rows (e) and/or (f) for DVP accounts.

Row  UsER GROUPS DESCRIPTION

a wfe_all_users_entry grp This privilege class provides the initial login and user
password updates for the GSD DVP RTTM WFE. All
GSD DVP RTTM WFE users must belong to this group.

b wfe_gov_user_entry grp This privilege class provides access to the GSD RTTM
WFE application’s Home page. All GSD DVP RTTM
WFE users must belong to this group.
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Dealer Only Privileges

c wfe_gov_dealer_dvp_view_grp This privilege class provides view-only access to the
DVP trade management and search pages for
government securities. Only those staff members for
DVP dealer accounts should be assigned to this user
group.

e Home Page, Buy/Sell, and Repo/Revr tab
e Trade Management pages for:
— DVP Trade Search
—  Substitutions
— Obligations
— Forward Starting GC Repo
— Forward Starting GC Repo (Advisories)
e Report Center access
e Business Administration pages for:
— Reference Data on Participant Accounts
— Reference Data on DVP Security Master
d wfe_gov_dealer_dvp_update_grp | This privilege class provides access to the GSD DVP

trade management tab drop-down menu. From here,
the user can perform the following:

e Trade entry/affirm

e Modify
e Cancel
e DK

¢ DK Remove
e Substitutions

Broker Only Privileges

e wfe_gov_broker_dvp_view_grp

This privilege class provides view-only access to the
DVP trade management and search pages for
government securities. Only those staff members for
DVP broker accounts should be assigned to this user
group.

e Home page, Buy/Sell, and Repo/Revr tabs

e Trade Management pages for:
— DVP Trade Search
Substitutions
Obligations
— Forward Starting GC Repo
— Forward Starting GC Repo (Advisories)

e Report Center access

e Business Administration pages for:
— Reference Data for Participant Accounts
— Reference Data for DVP Security Master
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f wfe_gov_broker_dvp_update_grp | This privilege class provides access to the GSD DVP
trade management tab drop-down menu. From here,
the user may perform the following:

e Trade entry/affirm
e  Modify

e Cancel

e  Substitutions

Click Submit after you have completed the Add New User setup and assigned the appropriate
privileges.

e The system returns a success message containing the user's initial password and a blank Add
New User page (see Figure 6).

Fi’

Success!

User (test@dtcc.com) has been added.

Password set to: welcome-285

User Information

First Name

Last Name

Account Information

Password 10/1z/2010 #*

Confirm Password i0/1z2/20320 #
Force Password Expiration m

Figure 6: Upper portion of the Add New User page with “Success” message and blank entry fields

&~ The Add New User page that appears directly below the success message is populated with the
same product access and user group data as the previous entry.
This facilitates the creation of multiple users with the same settings.

Provide this initial password to your user.
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& For security purposes, users will be prompted to change their passwords upon initial login to a
GSD DVP RTTM WFE session. They will be asked again at 90-day intervals upon expiration of
their passwords.

4. USER INQUIRY / UPDATE
This function is used to view and update an existing user’s privileges.

e C(Click Site Administration > Manage User Access. > Inquiry/Delete on the Home page’s
menu bar.

The system returns the User Query Results page (Figure 7). This page consolidates the user
information you entered on the Add New User page (Figures 3, 4, and 5) and allows you to view
all information related to user security across all products simultaneously.

Click this button to download or
MLE=ician s nen K LEesoe ety i inistration | Site Administration | Help export your firm’s entire User
e Query Results database to an
Excel Spreadsheet.

. - MU GOV MBS MBS GCF Bank NYPC
?;lt;:,'; User ID fﬂ uﬂ Intranet| CMU | GOV | MBS | GCF C'::—"l'("‘ NYPC | UserClass | UserClass | UserClass | Aqg lass | UserClass | UserClass | UserClass
= b= — [es) [es) [es) Les) A (es) (es) (es)
|| testuserz@jpmaorgan.com [test | usertwo | false false |false |true |false|false  [false IPMC J
| | testussr@dtcc.com Test |User |false  |false |trus |false|false |fals=  |false 3501 Click any underlined
s d | bestuser@ipmorgan.com |test |user  |felse | false |false |true |false|folse | folae mece | heading to sort results
i by that heading.
i i | <[ Back |
Dalsts Click the heading

again to toggle
between ascending
and descending order.

Figure 7: Upper portion of the User Query Results page and Action field menn

Click a drop-down field in the Action column to select an action for that query result.
There are four options:

e Reset Password (see Section 4.1)

e View (see Section 4.2)

e Edit (see Section 4.3)

e Delete (see Section 4.4).

Page 11 of 19



GSD DVP RTTM WEB FRONT END
RAC UsSer GUIDE-V 3.0
4. USER INQUIRY / UPDATE

4.1. Reset Password

e C(lick Reset Password from a drop-down field in the Action column (Figure 8).

ClearTrust Mgmt. » User Mgmt. * Query Results

User ID

|| testuser2@jpmorgan.com [test | usertwo |false false |false|trus |fal:

testuser@dtec.com Test |User false false [true |false|fal:

testuser@jpmorgan.com

Figure 8: User Query Results page and Reset Password Selection

The system returns a verification message (Figure 9).

e =,

Windows Internet Explorer E

2

WARMIMG:
This action will reset the password For user "testuser@dtoc, com”,

Conkinue?

(8] 4 ] [ Cancel

Figure 9: Password reset message box

Click OK to continue (or Cancel to abandon).
The system resets the user’s password and displays the new password (Figure 10).

Success!

Password for User (testuser@dtcc.com) has been reset to (welcomel 152).0

Figure 10: Password reset success message

Provide the new password to your user.
For security purposes, the system will prompt users to change this password upon subsequent login
to a GSD DVP RTTM WFE session.
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4.2. View a User’s Privileges

e C(lick View from a drop-down field in the Action column (Figure 1).

User ID ﬁ
testuser2@jpmorgan.com [test |usertwo |false false |false [true |falz
testuser@dtcc.com Test |User false false |true |false|fals
testuser@jpmorgan.com | test

Figure 11: User Query Results Screen and View Selection

The View page appears. It lists the current privilege classes that are assigned to this user’s profile
(Figure 12). This page provides no updates; it is for informational purposes only.

User Information
First Hame - testuser@dtcc.com
e — testuser@dtcc.com

Password Account Start Date
Confirm Password Account Expiration Date
Force Password Expiration User Type

Clearing Bank

Clearing Bank | '/©

Product Access

S —— vas =5y e e

Assigned GOV User Classes

9501

Mortgage-Backed Securities

General Collateral Finance

New York Portfolic Clearing

User Group Assignment

Assigned User Groups

wfe_zll_users_sntry_arp
vfe_gov_desler_dve_update_arp
wfe_gov_desler_dvp_view grp
wfe_gov_user_sntry_are

Fignre 12: View page
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4.3. Edit aUser

1.

Click Edit from a drop-down field in the Action column (Figure 13).

testuserZ@jpmorgan.com

testuser@dtcc.com

testuser@jpmorgan.com

Figure 13: User Query Results page and Edit selection

The Edit User page appears. It displays the current privileges assigned to the user (Figure 14).

User Information

test@dicc.com #
test@dtcc.com #

Account Information

*
Account iratie Date 10/21/2030 E3

Password Account Start Date

Confirm Password

Force Password Expiration

Clearing Bank

Product Access
Government Securities [ ves [v] *

GOV Participant Admin [ne [v]

Available GOV User Classes Assigned GOV User Classes
035GWE = 9501

os397H

DASSPK

S =

ZHNCDU

2UIITG

32REZ4 vl

Mortgage-Backed Securities *®
General Collateral Finance *
New York Portfolio Clearing #

MBS Participant Admin

GCF Participant Admin

NYPC Participant Admin

User Group Assignment

Available User Groups Assigned User Groups

Inquiry ~ vfe_all_users_entry_are
gsd_var_parallel vfe_gov_dealer_dvp_update_grp
mbsd_var_parallel vfe_gov_dealer_dvp_view_arp
nype_parallel_report_centar

vfe_all_products_msg_monitoring_grp

vfe_ciso_raport_grp
vfe_cmu_all_access [v]

submit 7|

Figure 14: Edit User page

Update the applicable fields by following the Add User instructions in Section 3, steps 4-7.
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Click Submit after you have completed your edits.

The system returns a success message and the updated Edit User page, confirming that your
updates were added to the system (Figure 15).

Success!

User (test@dtcc.com) has been updated.

User Information

|t§t@dhﬂc.cﬂm

Account Information

”
Confirm Password 10/21/2030 #
Force Password Expiration m

Figure 15 Success message and updated Edit User page (partial view)

4.4. Delete a User
e C(lick Delete from a drop-down field in the Action column (Figure 16).

ClearTrust Mgmt. » User Mgmt. » Query Results

User ID

testuser2@jpmeorgan.com | test usertwo | false false |false |true |fal

testuser@dtcc.com Test |User false false |true |false |fal

testuser@jpmorgan.com |test |user false false |false |true |fal

Reset Password
Wiew
Edit
Delate

Fignre 16: User Query Results page and Delete selection
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The system returns a verification message (Figure 1).

- 1

Windows Internet Explorer

\\’)
-
Continue?

e[ x| [ conce

Figure 17: Delete User message box

W ARMWIMG:

This action will delete user "testuser@dtoc, com”,

Click OK to continue (or Cancel to abandon).

&~ caution: Once you select OK, the user is deleted entirely from the GSD DVP RTTM WFE
application.

The system returns a success message to confirm and display the deletion update (Figure 1).

Success!

User [ testuser@dtcc.com ) was deleted.

Figure 18: Delete User success message

Page 16 of 19



GSD DVP RTTM WEB FRONT END
RAC User GUIDE-V 3.0
5. CHANGE PASSWORD

5. CHANGE PASSWORD

The Change Password function is available to all GSD DVP RTTM WFE users. These users can
access this function to change their individual passwords, which is required upon initial login to the
GSD DVP RTTM WFE application and after expiration of the password reset period.

e C(lick Site Administration > User Security > Change Password on the Home page’s menu
bar (Figure 19).

About Logoff =

Fratemargamart | fopor Catar | B Adminitraion| s Adrimtraion b |

Home

Change Password

Username testuser@dtec.com

0ld Password

New Password

Confirm New Password

Figure 19: Change Password page

e Update the required fields (¥).

5~ passwords are case-sensitive and must be 8-16 alphanumeric characters in length.
For additional requirements, please refer to Section 5.1.

o (Click Submit.

The system returns a confirmation message upon successfully changing the password

(Figure 20).
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Success!

Your password has been succaessfully changed.

Change Password

Back [| Submit

Figure 20: Change Password confirmation message
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5.1. Password Requirements
Your password must comply with the following parameters:

e Passwords must be 8-16 alphanumeric characters in length.

e Passwords must use a combination of uppercase and lowercase letters.
e Passwords cannot contain user names.

e Passwords cannot have more than two repeated characters (e.g., “AA”).
e Passwords must contain at least four unique characters.

e Passwords must be changed at least every 90 days.

e A user’s previous 12 passwords cannot be used.

e A user’s account will be locked after three failed login attempts.
To unlock an account, contact DTCC’s Customer Support Center at (888) 382-2721, then
press option 5.
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