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RESPONSE: The impact of a physical attack is usually realized immediately 
after the attack, is contained, and is easy to pinpoint. On the contrary, cyber-at-
tacks have the potential to quickly spread and the full extent of the impact is not 
immediately clear.

DETECTION: A physical attack occurs as a result of an external, visible event, 
while a cyber-attack may happen imperceptibly, or as a result of a new attack type 
that may not be immediately known. In addition, cyberattackers often employ 
methods to cover their tracks. 

RECOVERY: Recovery from physical attacks can be accelerated through use 
of alternate processes and back-up applications or geographically diverse data cen-
ters. Recovery from a cyber-attack needs to balance speed with potential negative 
consequences resulting from premature resumption (for example, proliferation of 
malware to additional internal systems or external partners).

Because of these fundamental differences, many traditional business continuity practices  
become ineffective in the cyber context. Consequently, response and recovery from a cyber- 
attack can be more challenging compared to a physical attack.
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